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REPORT FINDS NO FOREIGN EM PLOYEES STEALING CONTROLLED TECHNOLOGY

Despite increased government emphasis on enforcing “deemed export” licensing requirements,
investigations by federal law enforcement agencies in 2004 found no cases where foreign
employees were responsible for stealing controlled U.S. goods or technology.  According to the
recently released annual report from the Office of National Counterintelligence Executive
(NCIX), 68 % of the reports that the counterintelligence (CI) community investigated last year
of suspicious attempts to acquire U.S. products and know-how involved simple requests via e-
mail, phone calls, faxes, letters or in person.

None of the suspicious incidents investigated in fiscal 2004 by the Defense
Security Service (DSS) involved foreign employees of U.S. companies, the report
reveals.  In addition to direct requests, 13% of investigated cases involved
foreigners offering marketing services to U.S. companies; 5% involved the
exploitation of personal relationships, 5% were visits to U.S. plants, facilities or
laboratories, and 3% were contacts at conventions, expos or seminars.

The annual NCIX report is intended to alert U.S. companies and institutions to the type of
espionage that is being used to obtain sensitive U.S. goods and technology, as well as to the
specific sectors that foreign entities are targeting in their acquisition strategies.  “Most of the
foreign entities attempting to acquire U.S. technology last year employed tools and techniques
that were easy to use, inexpensive, low risk, and sometimes legal,” the report notes.  

The report suggests that some foreign individuals who try to transfer sensitive technology after
being hired by U.S. firms, attending U.S. universities or working in national laboratories come
to their illegal enterprises after they are hired and find there is a lucrative market for the
technology to which they have access.  They discover “while resident in the United States, that
the trade secrets and proprietary information that they have access to can easily be converted
into profits when transferred to their home countries,” the report says. [Editor’s Note: A
detailed article on the NCIX report appears in the June issue of our affiliated publication, The
Export Practitioner.  A free copy will be sent to WTTL subscribers on request.  Call Tami
Gilston at 202-463-1250, ext. 2 for copy.]

WHERE ARE THE SWEETENERS TO HELP DR-CAFTA?

House and Senate lawmakers have come out of meetings with Bush administration officials
frustrated by their unwillingness, so far, to make any concessions on sugar or other trade issues
to win extra votes for the Dominican Republic-Central American Free Trade Agreement (DR-
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CAFTA).  Having succeeded in getting the Senate Finance Committee June 14 and the House
Ways and Means Committee June 15 to approve the trade pact’s implementing legislation with
no significant changes, the administration appears to be saving any needed concessions and
sweeteners until it gets closer to House and Senate floor votes on the agreement.

Speculation on potential deals the White House might need to offer to attract votes
for DR-CAFTA, especially in the House, includes support for legislation to apply
U.S. countervailing duty law to China, backing for a bill to require country of
origin labeling on beef, continued protection for sugar in next year’s Farm Bill
and revision of pending energy legislation to cover sugar-based ethanol.  So far,
the White House hasn’t given any hint that these proposals are acceptable.

At a June 15 meeting with Agriculture Secretary Mike Johanns, Sen. Craig Thomas (R-Wyo.)
didn’t hear any new offers on sugar.  “He was flabbergasted that they [the administration]
haven’t been considering what to do about sugar,” one source told WTTL.  Thomas had voted to
approve the draft DR-CAFTA bill during Finance’s “mock markup” of the measure June 14 after
U.S. Trade Representative Rob Portman hand delivered a letter to him from Johanns, who wrote
that he was “receptive to discussing any reasonable proposals” to address sugar growers’
concerns.  But in the one-hour meeting, which was also attended by several House members and
Sens. Saxby Chambliss (R-Ga.) and Norm Coleman (R-Minn.), Johanns “just rehashed things
they have talked about before,” the source reported. 

Speaking to reporters after the Finance vote, Portman also showed no willingness to consider
sugar industry demands to take sugar off the table in future trade talks or to reopen the DR-
CAFTA.  “It’s a good agreement,” he said.  “I’m not sure what we can do in the context of the
agreement,” he added.  Portman also rejected the idea of not including sugar in future trade
talks.  “That is not our policy to exclude anything,” he said, noting that his has been the policy
of both Democratic and Republican administrations.  

The administration’s hard line may stem from its perception that it can get DR-CAFTA passed in
the Senate without any concessions on sugar.  Even in the House only a few votes are tied
solely to sugar and members from farm states with sugar are getting pressure to support the deal
from other agriculture groups that would benefit from the agreement.   Thomas has faced that
counterbalancing pressure from beef producers in Wyoming.

Protection for the U.S. sugar industry dates back to the first tariff bill Congress ever enacted in
1789.  When the tariff rate rose in the mid-Nineteenth Century, the Kingdom of Hawaii entered
a free-trade deal with the U.S. to allow Hawaiian sugar to enter duty free.  When the sugar tariff
was eliminated by the otherwise protectionist McKinley Tariff Act in 1890, the Hawaiian sugar
industry collapsed, leading, according to some historians, to the revolt that overthrew the
Hawaiian monarchy.  The end of the tariff, however, helped boost the Cuban sugar industry. 
But when the tariff was restored by the Dingley Tariff Act in 1894, Cuba was seriously hurt,
fueling a peasants’ revolt that drew the U.S. into the Spanish-American War in 1898.

FIRM  AND SUBSIDIARY FINED FOR ABUSING EXPORT LICENSES

Repeated violation of the conditions imposed in export licenses obtained for thermal imaging
cameras led to a $330,000 civil fine being imposed on E.D. Bullard Co. of Cynthiana, Ky., and a
$36,000 fine on its German subsidiary, Bullard, GmbH.  The fine was part of a settlement
agreement the firms reached with BIS to resolve 55 violations the agency included in a charging
letter to Bullard and six charges in a separate charging letter to its subsidiary.

Among the charges was the allegation that Bullard exported cameras subject to Export Control
Classification Number (ECCN) 6A003.b.4 to Israel from the U.S. under a license number that
was issued for the export of the cameras from Germany.   On 10 other occasions, Bullard
exported cameras in quantities that exceeded the number allowed under approved licenses, BIS
charged.  Other charges claim the company violated the conditions on licenses by exporting 



June 2 0 ,  2 00 5               Washington Tarif f  & Trade Let ter                 Page 3

cameras from Germany to Austria and Switzerland even though the license allowed only for the
reexport to NATO countries.  Another license did approval the export of cameras to Switzer-
land but Bullard violated the conditions of that license by exporting the equipment through an
intermediate consignee in Germany who was not listed on the license.  Such a change in routing
required a “replacement” license, BIS said.  In another charge, the agency complained that the
company had a license for shipping cameras to a distributor in Brazil, but the distributor sold
the cameras to the police in Rio de Janeiro without authorization.

As part of the agreement, BIS will allows the two firms to pay their fines in four
equal payments over the next nine months.  Bullard also agreed to conduct an
audit of its internal compliance program and to submit a copy of its findings to the
BIS Office of Export Enforcement.

NUM BER OF “DEEM ED EXPORT” LICENSE APPLICATIONS DECLINES

Based on applications that have come in during the first eight months of fiscal 2005, which
began Oct. 1, 2004, BIS officials expect almost a 20% decline in the number of deemed export
licenses they will receive.  While the reason for the decline is not entirely clear, BISers
speculate that there are fewer applications because of clarifications that have been issued about
the deemed export requirements, some offshore outsourcing of work previously done in the U.S.
and the consolidation of several cases that covered a couple hundred foreign employees.

So far this fiscal year, BIS has completed action on about 500 deemed export
cases and is on track to handle 700 to 800 for the whole year, Bernie Kritzer,
director of the BIS Office of National Security and Technology Transfer told the
agency’s Regulations and Procedures Technical Advisory Committee.  In fiscal
2004, BIS handle about 1,000 deemed export applications.  

The average processing time for these cases has been 44 days compared to over 60 days in FY
2003, he reported.  Nationals from China and Russia account for over 70% of deemed export
cases, with the number of Chinese applications rising as Russian applications have declined
slightly.  Another 5% are for Indian nationals.  Kritzer said his National Security Office has
completed action on about 4,500 applications so far in this fiscal year and expects to process
7,000 for the whole year.  Night vision products make up the largest share of cases, with some
3,000 applications expected in fiscal 2005 for items in Category 6.  

Processing of night vision applications has taken an average of 29 days; electronic cases, 36
days, and encryption cases, 37 days, he noted. These times only count days of active
consideration and don’t include time before acceptance of cases into the BIS system or days
licenses are held without action waiting for more information from applicants.

Norman LaCroix, director of BIS’ information technology controls division, said his staff has
completed 732 technical reviews for non-mass market encryption products as of June 1.  This is
an 8% increase over this time in 2004.  Processing time for these reviews has averaged 36 days. 
At the same time, there has been a 19% decrease in the number of mass-market technical
reviews, he noted.  This decline may be due to a decrease in the number of new products coming
to market or introduction of products that contain the same encryption elements as older
products.  Based on these submissions, 85% of reviews result in license-free outcomes, he said. 

BIS has closed license reviews on 463 encryption applications, 40% more than the same period
last year.  There have been no denials except for exports to terrorist-supporting countries.  The
increase in applications has been driven by more exports of network infrastructure products to
government end users, telecommunications products with encryption and encryption technology
for the fabrication of products abroad, especially in China, LaCroix noted.  With BIS having
issued a major revision to its encryption rules last December, “there’s no sea change on the
horizon for the U.S. government” for additional changes to the regulations, he told the com-
mittee.  But BIS is interested in getting information on the cost of compliance, he said.
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*  *  *  BRIEFS *  *  *

E X P O R T  E N F O R C E M E N T : L uftha nsa  A ir l ine s wil l  p ay $ 1 8 ,0 0 0  c iv i l  f ine  to  se tt le  B IS  cha rge s tha t o n
thre e  o cc as io ns  in  1 9 9 9  its  L uftha nsa  C a rgo  d iv is io n  b ase d  in  B o sto n  a id e d  a nd  ab e tte d  in  the  sh ip p ing  o f
C ob a lt–5 7  and  o the r  ma te r ia ls  to  Ind ia ’s  D epar tmen t o f  A tom ic  Ene rgy’s  D irec to ra te  o f P u rchase  and  S to res
withou t approved  licenses .    Ind ian  agency was on  B IS  E n ti ty  L is t  a t  tha t t ime .

M O R E  E X P O R T  E N FO R C E M E N T : M inneap o lis  U .S .  D is tr ic t  C o ur t Jud ge  Jam es  Ro senbaum  ad d ed  ex tra
sanc t ion  on  V lad imir  A lexanyan  during  M ay 17  sen tenc ing  fo r  v io la t ion  o f  exp o rt  co n tro l  regu la t ions with
unlic ense d  e xp o r t  o f m eta liz ed  p o lym id e  f i lm  to  C h ina .  In  ad d it io n ,  to  th re e-ye ars  p ro b a tio n  and  $ 1 2 ,0 0 0
c r imina l f ine  tha t was pa r t  o f  Feb .  2  p lea  ag reemen t,  judge  ba r red  Alexanyan  from  do ing any in te rna tiona l
business  du r ing  p roba tion  pe r iod  (see  W T T L ,  M arch  7 ,  page  4 ) .   A s p ro v ided  in  p lea  dea l ,  A lexanyan’s
f i rm ,  V a l tex  was sen tenced  to  pay $2 5 0 ,00 0  c r im ina l  fine  and  p laced  on  f ive -yea rs  p ro b a t ion .  

A N T IB O Y C O T T : In  se tt lemen t agreemen t with  B IS ,  H ord  Crysta l  Co rpo ra tion  o f  P awtucke t,  R . I . ,  has
agreed  to  pay $1 2 ,50 0  c ivi l  f ine  fo r  v io la t ion  o f  an t ibo yco t t  regu la t ions.   F irm  to ld  custo m er in  D ub a i ,
U ni ted  A rab  E m ira tes ,  tha t  i ts  go o d s  were  “ne ithe r  o f  I s rae l i  o r ig in  no r  do  they co nta in  Is rae l i  m ater ia ls ,
no r  a re  the y b e ing  exp o r te d  fro m  Isra e l .”   H o rd  a lso  fa ile d  to  re p o rt  re q ue st  fo r  th is  in fo rm a tio n  to  B IS .

SW IT ZE R LA N D : Sw iss Fed era l  C o unc i l  June  1 0  ins truc ted  i ts  D ep ar tm ent  o f  E co no m ic  A ffa ir s  to  s ta r t
“explo ra to ry ta lks”  with  U .S .  on  free  trade  agreem ent .  U .S .  is  second  la rges t exp o r t  m arke t  fo r  Switze r land
after  G erm any and  num b er o ne  fo re ign  dest ina t ion  fo r  S wiss  investm ent .

U ST R : U ST R  R o b  P o r tm an  June  1 6  sa id  D ep uty U ST R  P e te r  Al lge ie r  wil l  m o ve  to  de p uty U ST R  and
amb assador  pos t a t  W T O , rep lac ing D epu ty U ST R  Linne t D e ily  who  has re s igned .   A llge ie r ,  who  has been
chief  U .S .  nego t ia to r  in  D o ha  R o und ,  wil l  re ta in  tha t  po si t ion  when  he  m o ves to  G eneva  in  fa l l .

R U SSIA : U .S.  and  R uss ia  June  15  s igned  ag ree m en t co nf irm ing  20 0 3  dea l  tha t  a l lo wed  R uss ia  to  es tab lish
ta riff-ra te -q uo ta  to  re str ic t su rg ing  im p o r ts  o f U .S .  p o rk ,  b ee f and  p o ultry .    R uss ia  ha s b ee n ab id ing  b y
acco rd  s inc e  then ,  bu t  s ign ing  m akes d ea l  fo rm al .

L IQ U ID A T IO N : In  two  sepa ra te  ru lings ,  Co urt  o f  Ap pea ls  fo r  Fede ra l  C ircu it  upheld  C IT  dec is ions  tha t
fo und  flaws  in  C us to m s  p roce d ures fo r  liq u id a t io n  of  im p o r ts  sub jec t  to  an tid um p ing  ord ers .   In  N E C
S o lu t ion s v .  U .S ,  co urt  June  10  sa id  e -mail  no t ice  f rom  C o m m erce  to  C usto m s was su ffic ien t  to  l if t
susp ens io n  of  l iq u id a t io n .   In  In tern a t ion a l  Tra d ing  v .  U .S .  June  16 ,  i t  ru led  tha t pe r iod  fo r  deemed
liq u id a t io n  was  tr iggered  when  resu lts  o f  f ina l  ad m in is tra t ive  rev iew were  pub lished  in  Fed era l  R egis te r .

C A R B O X Y M E T H Y LC E LLU LO SE : IT C  June  16  vo ted  5 -1  in  fina l de te rmina tion  tha t imp or ts  o f  dump ed
p urif ied  ca rb o xym ethylce l lulose  from  F inland ,  M exico ,  N e the r land s and  Swed en  a re  inju r ing  U .S .  ind ustry.

C H IN A  V ISA S:  U .S .  and  C hina  June  1 5  anno unced  agreem ent  to  rev ise  v isa  req u irements  fo r  s tud en ts  (F-1 ) ,
exchange  vis i to rs  (J -1 )  and  vo ca t iona l  s tud en ts  (M -1) .   U .S .  wil l  ex tend  visa  pe r io d  to  12  m o nths  from  six
m o nths  and  a l lo w m ul tip le  ent r ies .   Sam e p o licy  wi l l  ap p ly  to  fam ily  mem b ers .

R U B B E R : In  “sunse t”  rev iew de te rmina tion  June  14  on  3 -2  vo te ,  IT C  dec ided  tha t l i f t ing  antidump ing o rde r
o n  po lych lo ro p rene  rub ber  f ro m  Jap an  wo uld  l ike ly lead  to  renewed  injury to  U .S .  ind ustry.

SU D A N : O FA C  pub lished  rev is io ns  to  Sud an  Sa nc t io ns  R egula t io ns  in  June  1 3  Fed era l  R egis te r .   O ne
change  c la r i f ies  tha t  reexp o rta t ion  o f  U .S .  go o d s o r  techno logy by no n-U .S .  pe rso n  is  pe rm it ted  i f i t  i s
inco rp o ra ted  into  ano the r  p ro d uc t  ou ts ide  U .S .  and  co nst i tutes  1 0 %  o r  le ss  o f  va lue  o f  p ro d uc t  exp o rted  to
Sud an  o r  has  und ergo ne  sub stan t ia l  t ransfo rm ation .   B IS  exp o rt  l icensing  req u irem ents  may s t i l l  ap p ly.  
O the r  changes  ease  ru le  o n  f inanc ia l  transfers  to  ind iv idua ls  in  S ud an  and  rev ise  p enal ty  pro ce d ure s .

A IR C R A FT  SU B SID IE S : U .S .  and  E U  June  13  bo th  b lo cked  each  o the r’s  f i r s t  fo rm al req uest  to  W T O
D isp ute  Se t t lem ent  B o d y to  es tab l ish p ane ls  to  he a r  the ir  m utua l  co m p la ints  aga ins t  sup p o rt  g iven  the ir
la rge  com mercia l  a irc ra ft  manufac tu re rs  (see  W T T L ,  June  6 ,  p age  2 )

W A SSE N A A R : M ult i la te ra l  expo r t  con tro l  reg ime  has pos ted  changes to  i ts  con tro l  l is t  tha t were  ado p ted
b y E xp er ts  G roup  and  W o rk ing  G roup  in  A p r il ,  inc lud ing  30  m o nth  ex tens io n  of  V alid i ty  N o te  ex tend ing
con tro ls  on  amorphous s i l icon  (see  W T T L ,  M ay  9 ,  pa ge  4 ) .

IT A R : S ta te  rev ised  severa l  pa r ts  o f  IT A R  ru le s  in  June  15  Fede ra l Reg is te r ,  inc lud ing l icensing requ ire -
men ts  fo r  expor ts  to  C anada .  I t  a lso  upda ted  do lla r  va lues fo r  no t if ica tions  to  C ongress  o f  expo r ts  to  r eflec t
changes  C o ngress  ad o p ted  in  20 0 3  au tho r iza t io n  leg is la t io n .
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