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INTELLIGENCE AGENCY WARNS AGAINST ESPIONAGE THROUGH INTERNET

As the Bureau of Industry and Security (BIS) learned last year when someone in China tried
unsuccessfully to hack the agency’s licensing system, the Internet has become a prime vehicle
for the theft of commercial and defense-sensitive information. “The CI Community believes that
the Internet will be a tool increasingly relied on to help acquire sensitive U.S. technologies,”
says the latest report from the National Counterintelligence Executive (NCE) to Congress on
Foreign Economic Collection and Industrial Espionage.

The NCE report, which has been used in the past to justify tougher controls on
technology, also cites a sharp increase in visits by foreign nationals – particularly
from China and Russia – to defense contractors, military installations and national
laboratories as a potential source of stolen technology.  “The large number of
foreign visitors each year from the major collecting nations indicates, in our
view, that these visits continue to yield useful information for collectors.”

“The fact is, intellectual thieves are eating our lunch – eating your lunch,” NCE Joel Brenner
told a business meeting in December.  “The public and private sectors are both leaking badly,”
he said.  “I’m talking about significant technologies that are walking out of our laboratories on
electronic disks, walking onto airplanes bound for foreign ports, and re-entering the country as
finished products developed by foreign entrepreneurs,” he said.  What is worse, he continued, is
the lose of defense technology “that in wartime could cost many lives of our fellow citizens.”

The report, which covers data from fiscal year 2005, cites the lack of enforcement of deemed
export rules.  “In our view, the reason so few cases have been prosecuted under the deemed
export law is the difficulty in observing deemed exports,” it notes.  “With no observable
movement of goods, the transfer is virtually impossible to detect, let alone prosecute.  The
absence of prosecution, in turn, may be a factor in lowering the awareness of the U.S. scientific
community to the extent of the problem,” the report declares.

U.S. ,  EU M AY BE READY TO M AKE NEW OFFERS TO SAVE DOHA ROUND

The U.S. and European Union (EU) appear to be on the verge of making new agriculture offers
in the Doha Round on domestic support and market access in an effort to save the talks before
President Bush’s fast-track negotiating authority expires July 1.  But they may have to make
those offers knowing they won’t get much more from the rest of the world in the negotiations. 
Rather than getting major improvements in the current offers on the table from other countries,
the greater challenge facing U.S. and EU  officials will be the political task of convincing key 
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business constitutes, EU member states and the U.S. Congress that whatever Doha deal comes
out will be worth supporting (see story below).  While nothing specific came out a Jan. 8
meeting between President Bush and EU President Barroso, both U.S. Trade Representative
(USTR) Susan Schwab and EU Trade Commissioner Peter Mandelson told reporters the session
revealed a “sense of urgency.”  It now appears likely that formal Doha talks will resume in
February.  “I think we would be in real danger, if we did not achieve the breakthrough that
we’re seeking in the first quarter of this year,” Mandelson said.

Schwab now faces the same situation that confronted then-USTR Mickey Kantor
during the Uruguay Round in July 1993 when it became apparent that Washing-
ton’s ambitious zero-for-zero plan for cutting industrial tariffs wasn’t going to
succeed.   At the same time that Congress was approving an extension of Presi-
dent Clinton’s fast-track powers, Kantor met with  key trade ministers in Tokyo
during the annual G-7 Economic Summit and accepted a market access deal that
was far short of the original U.S. proposal (see WTTL, July 12, 1993, page 1).  

Kantor had to make additional concessions over the next six months, including on agriculture,
services, and audio-visual services, to reach a deal before fast-track expired.  In the end, a
main U.S. achievement was stripping provisions from the “Dunkel Draft” agreement that would
have weakened U.S. trade laws.  The final Uruguay Round agreement left an “unfinished
agenda” that became the subject of additional negotiations on telecommunications, information
technology, and financial services, and finally the kindling for launching the Doha Round

U.S. and EU technical experts are still crunching potential numbers for a new offer.  At the
same time, Schwab and Mandelson are accelerating contacts with other players in the talks. 
Schwab met with Brazilian Foreign Minister Celso Amorim Jan. 3.   They’ve both met with
Japanese trade and agriculture ministers, and Mandelson met with French Prime Minister
Dominique de Villepin on Jan. 11.  Schwab flew to Geneva for talks with WTO Director
General Pascal Lamy and other negotiators on Jan. 12.  A host of trade ministers are expected
to attend the annual World Economic Forum in Davos, Switzerland, Jan. 24-28.

A special effort also will be made to reach out to India, which has been the most resistant to
market opening proposals in both agriculture or industrial goods.  Indian WTO diplomats in
Geneva were especially quiet about the state of talks.  “We are keenly watching what is
happening between EU and U.S.; what is happening between EU and Brazil; what is happening
between U.S. and Brazil. And we are looking forward to some offer, if it  is coming our way,
from these discussions,” an official said.  Lamy is headed to New Dehli the week of Jan. 15.
A U.S. source said Washington also will be talking with Indian officials.

In Geneva, Schwab tried to dampen reports that suggested a breakthrough was near. “We’ve got
a long way to go for a breakthrough,” she told reporters after meeting with Lamy.  “Are we
making progress?  Absolutely, we’re making progress,” she declared.  She described the talks
that are going on as trying “to get behind some of the bumper sticker numbers that hung us up
in July.”  Moving to another metaphor, Schwab said negotiators had to “dig down” and, shifting
to a third metaphor, “see whether we can move up the ladder” in the technical talks.

NEGOTIATORS IN GENEVA ARE WAITING FOR U.S. ,  EU TO ACT

Since the start of the new year, U.S. trade officials have been suggesting that “quiet diplo-
macy” is starting to make progress in Doha Round negotiations in Geneva, but their statements
don’t reflect what is happening in Switzerland (see story above).  According to several trade
diplomats and sources in Geneva who have been actively engaged to the round, American repre-
sentatives to the World Trade Organization (WTO) have been holding bilateral talks with other
governments but no deal is in sight.  “I’ve seen these news reports, which are pretty upbeat, 
about the EU and the U.S. saying they are much closer, but I haven’t seen anything concrete,”
one well-placed diplomat in Geneva told WTTL.   Another source said he was aware of
bilateral activity in various parts of the world, “but that’s not Geneva activity.”  Another 
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diplomat suggested that the publicity about the meeting between President Bush and EU
President Barroso Jan. 8, was used by EU Trade Commissioner Mandelson to gain leverage in
the talks.  “Mandelson was saying ‘we have to engage President Bush personally in order to
make progress.’   That is kind of pushing the U.S. into a corner.  In my view, that was kind of
a press tactic by the EU,” the diplomat said.

Several sources agreed that most of what the U.S. and EU will get out of the
round is on the table already  “Whenever people say ‘Doha light’ or ‘Doha
heavy’, there is going to be – after the fact – we are going to present whatever
result as being a great thing,” one source stated.

Sources say the U.S. and EU need to get other key players in the talks, especially Brazil and
India, to show some compromises at the same time.  No sign of such willingness emerged from
the talks Schwab held with Brazilian Foreign Minister Celso Amorim in New York Jan. 3.  “It
was a good conversation but nothing like we’re close to clinching a deal,” one source reported.  

“Unless the U.S. and EU are becoming desperate to reach agreement, it’s unlikely they would
move on their own,” another source in Geneva said.  “They would want some kind of simul-
taneous movement from India and Brazil as well, certainly in agriculture,” he added.  A
diplomat from one developing country told WTTL: “Clearly we need a starting point, and the
deal between the EU and the U.S. will be a starting point, not an ending point.”

FCPA OPINION ALLOWS HIRING FIRM  TO HELP GET FOREIGN CURRENCY

The Justice Department has told an unnamed company that it can hire a foreign law firm to
help it get better access to foreign exchange in an unnamed country without violating the
Foreign Corrupt Practice Act (FCPA).  In an FCPA advisory opinion issued Dec. 31, the depart-
ment said it would not take any legal action under the statute against the company based on the
facts that were presented in the request for the opinion.   The requestor said it was a subsidiary
of another U.S. company that is subject to FCPA rules.  It explained that it was having difficult
obtaining foreign currency from an agency in a country where it had operations.  The exchange
is needed to convert U.S. dollars to local currency to do business in the country.

“The process has slowed considerably and has become unpredictable in recent
months,” the company told Justice, according to the advisory opinion.   One prob-
lem is the lengthy documents that must be submitted to the exchange agency.   It
said its applications have been returned for minor reasons.  Hiring a local law
firm is aimed at eliminating technical errors in the applications.  The firm will
help prepare the applications, file them and shepherd them through the process.

“There has been no suggestion by anyone that an improper payment is necessary or desirable to
solve this problem, and the Requestor represents that it has no reason to believe that any of the
fees paid to the Firm would be used for that purpose,” Justice noted.  The requestor did say the
law firm has acted as an external advisor to the foreign country's central bank.   The bank,
however, is independent from the agency and has no role in its decisions on exchange applica-
tions. The requestor described safeguards it was putting in place to assure compliance with
FCPA rules, including signed agreements on compliance, signed statements that no members of
the firm or relatives work for the exchange agency, auditing rights and employee training.

LATEST WTO RULING ON “ZEROING” GIVES U.S.  LITTLE LEEWAY

A WTO Appellate Body ruling Jan. 9 will eliminated the ability of the International Trade
Administration (ITA) to use its “zeroing” methodology for calculating margins in administrative 
reviews of antidumping orders.  The ruling is the latest in a series of panel and Appellate Body
decisions that have found the zeroing practice to violate the WTO Antidumping Agreement and 
closes the door on the last area where the U.S. claimed the method could still be used.  Earlier
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rulings had declared the method inconsistent with WTO rules when used in new investigations.
The ruling still must be approved by the WTO Dispute Settlement Body on Jan. 23, but its
adoption is almost certain.  The U.S. will then have 30 days to declare whether it will comply
with the decision.  It also must negotiate with other parties in the case what will be a
reasonable period to implement the Body’s opinion.

In December, ITA published a change in its zeroing methodology when used in
investigations to come into compliance with previous WTO rulings against the
practice (see WTTL, Jan. 1, page 4).  ITA has issued a notice saying it will delay
the implementation of that policy until Jan. 23 to provide more time for briefing
members of Congress on the changes.  The new methodology, ITA said, will not
make average-to-average price comparisons between import and home market
prices without taking into account nondumped goods.  

Under the zeroing approach, ITA had dropped or zeroed nondumped prices so only below cost
import prices were used in calculating dumping margins.  If the U.S. complies with the new
ruling, which declared the zeroing methodology illegal “as such,” it will have to decide how to
apply that new methodology in administrative reviews, sunset reviews, and  new shipper
reviews.  With new antidumping cases trickling into ITA in the last two years, most of the
trade law action has been in administrative reviews and sunset cases. 

*  *  *  BRIEFS *  *  *

C A N A D A : O ttawa  has  asked  U .S .  fo r  W T O  co nsu lta t io ns  o n  i ts  co m p la in t  tha t  U .S .  corn  sub s id ies  a re
unfa i r  and  inco nsis ten t  wi th  U .S.  W T O  ob liga t io ns .   C o m p la in t  a lso  ta rgets  cer ta in  exp o r t  sub s id ies .

M ISC E LLA N E O U S T A R IFFS : P a r t  o f  new e th ic s  ru le s  H ouse  ado p ted  Jan .  5  a re  p rov is ions  tha t trea t
m isce l laneo us ta r i f f  b i l ls  sam e  as  “ea rm arks”  in  ap p ro p ria t ions b i l l .   T a r i f f  m easure  sp o nso rs  wil l  ne ed  to
d isc lo se  who  sp ec if ica l ly  wil l  benefi t  f rom  tar i f f susp ensio n  and  purp o se  o f  benefi t .   M isce l laneo us ta r i f f
b i l ls  a re  a lread y sub jec t to  IT C  rev iew b efo re  cons id era t io n  and  dro p p ed  when  there  is  any  o p p o s it io n ,  bu t
c ri t ic s o f sys te m  sa y p ro c ess  ha s b ee n ab use d  in  re ce nt  ye ars  as  num b e r o f b il ls  ha s surge d .

E X P O R T  E N FO R C E M E N T : O lym p iad  Line ,  LL C , o f  A llen to wn,  N .J . ,  has  agreed  to  pa y $1 4 ,0 0 0  c iv i l  f ine
in  fo ur  equa l  ins ta l lm ents  o ver  12  m o nths  in  se t t lem ent  with  B IS  which  charged  firm wi th  a id ing  and
abe tt ing  expo r t  o f  foo d  cann ing equ ipm en t to  I ran .  B IS  reached  sepa ra te  se tt lemen t w ith  M alv ina  C an
M achine ry Co  on  re la ted  cha rges (see  W T T L ,  N o v .  27 ,  pa ge  4 ) .

IT A : I ra  K asoff  been  named  depu ty a ss is tan t sec re ta ry fo r  Asia .   H e  is  fo re ign  se rv ice  o ffice r  who  was
co m m erc ia l  o ffice r  in  Shangha i  be fo re  ap p o intm ent  and  ha s  a lso  se rved  in  T o kyo  and  H o ng  K o ng.   H is
wife ,  E l len  E l iaso p h ,  is  m anaging  d irec to r  o f  W arner  B ro the rs  P ic tures  in  C hina .  

SO FT W O O D  LU M B E R : N A FT A  b ina t iona l  d isp u te  pane l  Ja n .  5  accep ted  U .S .  and  C anad ian  m o tions to
te rmina te  so f twoo d  lumber  case  because  b i la te ra l  So ftwoo d  Lumb er  Agreemen t (SLA  200 6)  moo ts  case .

T R A D E  FIG U R E S: U .S .  go o d s exp o rts  in  N o vem b er su rged  15 %  ab o ve  las t  N o vem b er to  $8 9 .1  b i l lion .  
Serv ice s  exp o r ts  we re  up  9 .7%  fro m  year  ago  to  $35 .7  b i l l io n .   W ith  lower  o i l  p r ices ,  go o d s  im p o r ts  ro se
just  4 .5%  to  $1 5 3 .8  b i l lion ,  as  se rv ices  im p o rts  ga ined  9%  to  $2 9 .2  b i l lion .  

E U : T rade  d i rec to ra te  p lans  b r ie f ing  on  p rop o sed  change s  to  E U  exp o r t co n tro l  ru les  in  B russe ls  o n  Jan .
2 6 .   Fo r  mo re  de ta ils ,  co n tac t  D angis .V erseckas@ ec .europ a .eu .

C H IL E : After  “o u t-o f-cyc le”  Sp ec ia l  30 1  rev iew,  U ST R ’s o ffice  e leva te  C hi le  to  “p r io r i ty  wa tch  l is t”
co untry from  “watch  l is t”  b ecause  o f San t iago ’s  unwil l ingness to  ad d ress  co ncerns  o f U .S .  d rug  firms  who
say C hi le  has  a l lo wed  m arket ing  o f pa ten t-inf r ing ing  pha rm ac eu tica ls .

D -T R A D E : D D T C  Jan.  11  r epor ted  tha t new e lec tron ic  l icensing sys tem c rashed  when  new so ftware  was
be ing in sta lled .  “A pp lica tions  submitted  o r  p rocessed  be tween Janua ry 8  and  Janua ry 10  m ay have  been
im p a cte d ,”  i t  sa id .   F irm s m ay ha ve  to  re sub m it  ap p lic a t io ns  fo r  tha t p er io d .

M A LA Y SIA : T alks  we ek  o f Jan .  8  put  nego tia to rs  “ in  s t r ik ing  d is tance ”  o f FT A  dea l  in  ne xt  few  m o nths ,
rep o r ted  A ss is tan t  U ST R  B arb ara  W eise l .   M ain  hu rd le  i s  pre fere nces  M alays ia  g ives  ind igeno us  p eo p les .
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