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Hirschhorn Tells Confirmation Hearing What It  Wants to Hear

Eric Hirschhorn, President Obama’s nominee to be Bureau of Industry and Security (BIS) under
secretary, followed the normal path of prospective political appointees and avoided saying
anything controversial at his Nov. 5 confirmation hearing before the Senate Banking Commit-
tee.  The only near pitfalls he had to avoid were from questions by Ranking Member Richard
Shelby (R-Ala.), who asked Hirschhorn about previous testimony he had given in Congress
arguing against unilateral controls.  “I will have no trouble enforcing the laws that this
Congress has passed,” Hirschhorn responded (see WTTL, Sept. 14, page 1).  

He also side-stepped a Shelby question on a statement he had made asserting that
BIS should have a bigger role in export controls.  “The team approach is an
excellent approach,” Hirschhorn demurred.  In his prepared opening statement,
Hirschhorn was also careful to avoid hinting that he had any opinion on how
export controls should be applied other than in balanced manner.  

“Working closely with the Departments of State, Defense, and Energy, BIS evaluates thousands
of export license applications each year to ensure that items proposed to be sold abroad are
going to suitable end users for appropriate end uses.  Getting this right is very important. It is
equally important to have an enforcement program ensuring that those who flout the rules are
caught and punished.  I am committed to ensuring that BIS does the best possible job of
performing these important functions as well as overseeing its important role in ensuring an
effective treaty compliance system and promoting continued U.S. leadership in strategic
technologies,” he testified.

Chip Makers Fear Being Captured by BIS Encryption Rules

U.S. semiconductor manufacturers and other makers of electronic products are concerned that
the increasingly common practice of embedding encryption capabilities in their products will
bring the items under the encryption requirements in the Export Administration Regulations
(EAR) and recontrol items that have been essentially decontrolled for years.  Several major
chip makers and the Semiconductor Industry Association (SIA) have written to BIS Acting
Assistant Secretary Matthew Borman urging the agency to clarify its current encryption
regulation, Lillian Norwood of IBM told the BIS Information Systems Technical Advisory
Committee (ISTAC) Nov. 4.  According to Norwood, microprocessors that currently are largely
decontrolled under Category 3 and Category 5 Part 1 of the Commerce Control List (CCL), or
are EAR99, face the risk of being captured under Category 5 Part 2 controls due to the 
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inclusion of encryption.  For chip firms, including IBM, Intel, Sun and Texas Instruments, this
will become an increasing problem because semiconductor manufacturers are embedding
encryption functionality into a larger portion of their high-volume commercial, civil products.  
Borman himself has coined the phrase “incidental encryption” to describe this process.

“With encryption, once you categorize that microprocessor as an encryption item, you have a
‘see-through’ rule, meaning that as you put that encryption item into a server, all of a sudden,
your server can end up with an encryption classification,” Norwood told ISTAC.  Even though
an encryption item might qualify for a license exception, it still faces reporting requirements
under the encryption rules.  On the other hand, for technology the rules are less strict.  “The
key for us is that we can only work under one classification,” she said.  

The issue is already being considered by BIS, Randall Pratt, director of the BIS
information technology division, told ISTAC.  “Internally, we are working on
this,” she said.  Former BIS encryption specialist Norman LaCroix, who is now
with the National Security Agency, claims the encryption regulation was not
intended to capture the items into which the encryption was embedded.  

“Category 5 Part 2 absolutely does not determine what the control status of the subsuming item
might be,” he told ISTAC.  “Category 5 Part 2 simply says that the control status of the secur-
ity part remains Category 5 part 2. This is necessary because encryption is never the outer part
of anything,” LaCroix explained.

U.S. chip makers also are concerned that the encryption classification could impede exports
because some countries impose restrictions on imported products with encryption capabilities. 
Countries such China, France, Hong Kong, Israel, Poland and Russia impose restrictions on
encryption products regardless of how the exporting government classifies them, ISTAC
members noted.  The encryption problem could work against U.S. efforts to open these markets
for American high-tech products and to support common international standards, they said.

Customs Promises “Common Sense” in Enforcing 10 + 2  Rules

Customs will take a “common sense” approach to enforcing the “10+2” advance Import Security
Filing (ISF) requirements when they become enforceable Jan. 26, Thomas Winkowski, Customs
assistant commissioner for field operations, told the agency’s Advisory Committee on Com-
mercial Operations (COAC) Nov. 4.  “For us it is not about penalties; it is about compliance,”
he said.  “This has been three years in the making.  I think we have done a really outstanding
job in consulting and coordinating with the trade community,” he added.

To assure consistency in the enforcement of the new rules “any penalty or liqui-
dated damages that is going to be assessed by the ports are all going to come into
headquarters for review,” Winkowski said.  “We need to make sure that we have
consistency, continuity out there,” he continued.  “This is not about nitpicking. 
This is not about saying they have missed this time frame by five minutes.  It’s
about educating the trade community as well as ourselves,” he told COAC.

“I wanted the penalties in the building so we can have a team of people” look at them and
provide consistency, he said.  Winkowski also said Customs and Border Protection (CBP) is
working on enforcement guidelines.  There may be people who don’t know about or understand
the rules, he noted.  “We will continue to work with them, but in some case, perhaps a penalty
is appropriate,” he said.  CBP published penalty mitigation guidelines in the July 17, 2009,
Customs Bulletin, and in October it posted extensive Frequently Asked Questions (FAQ) on the
ISF requirements and enforcement on its website.

COAC members expressed satisfaction with the extensive outreach and training CBP has con-
ducted with the trade community since the interim rules for ISF were published in November 
2008 (see WTTL, Dec. 1, 2008, page 2).  They had concerns, however, about the potential 
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penalties, which can be $5,000 for reach violation.  They also continued to question the
requirement to file the ISF 24 hours prior to lading a cargo for maritime shipment.  “There is
really no accurate way to capture that specific piece of information or data in the system that
exists now,” said COAC member Karen Lobdell of Drinker Biddle & Reath in Chicago.  An
alternative that may be recommended would require filing when the first bill of lading is filed.  

Ex-Im Bank Adopts “Carbon Policy” to Foster Green Exports

Producers of environmental and green energy products will get additional help in financing
their exports under a new “carbon policy” that the Export-Import Bank board of directors
adopted Nov. 3.  The new policy also calls for developing new ways to monitor the carbon
emissions associated with the projects that Ex-Im supports, suggesting that future financing for
polluting programs may be harder to get approved.  Ex-Im says its action makes it the first
Export Credit Agency (ECA) to adopt such a policy.  The adoption of the policy comes a month
before an international meeting in Copenhagen, Denmark, will try to reach agreement on a new
international commitment to reduce carbon emissions to address climate change.

“Ex-Im Bank will increase export credit support for U.S. renewable energy
exports that produce very low to zero carbon dioxide or carbon dioxide equivalent

2of greenhouse gases (CO s) by increasing the resources devoted to promotion,
marketing, and execution of such financing,” the new policy states.  The bank
also will establish a $250 million renewable energy facility and consider the
introduction of a full range of incentives, including those terms available under
the Environmental Exports Program, it says. 

The bank says it will urge the Organization for Economic Cooperation and Development

2(OECD) and other multilateral fora to adopt “full reporting of CO  emissions associated with
appropriate energy and non-energy projects including manufacturing and agriculture.”  In
addition, it will “explore ways to further improve its transparency in the tracking and reporting

2of CO  emissions from projects it supports.”  Ex-Im will continue to make available the esti-

2mated amounts of CO  emissions expected to be produced from pending Category A and B
projects on its website and encourage other financial institutions to do the same.  

Kirk Skirts Chance to Set Date for Action on Korean FTA

U.S. Trade Representative (USTR) Ron Kirk Nov. 5 said he is working on trying to fix the
U.S.-Korean Free Trade Agreement (KORUS) but wouldn’t say when the Obama administration
would be ready to take the pact to Congress for approval.  Several hundred U.S. and Korean
business executives were hoping to hear something more definitive in the speech he gave to the
U.S.-Korea Business Council annual dinner, but instead they heard a repetition of previous
statements about the need “to be mindful that important stakeholders have real concerns” about
the accord.  “We owe it to all of you, and to Korea, to make sure that we understand fully
these concerns and work hard to address them,” Kirk said in his prepared remarks.

“But I can tell you this, we are not standing still.  President Obama has charged
me with finding a way to address our substantive issues of concern and move the
agreement forward,” Kirk said.  “Precisely because our political and economic
relationship is so important, we have to get this right.  And we need the broadest
possible political support to move forward,” he said.

Kirk acknowledged the U.S. business community’s concern that Korea has initialed an FTA
with the European Union (EU), which will give EU firms a competitive advantage in Korea.  “I 
know that many of you are in competition with those firms in major sectors like electric
machinery, chemicals, pharmaceuticals, medical devices, meats, and many others.  So I under-
stand that you may be concerned if the Korea-EU FTA is implemented while the KORUS FTA 
awaits Congressional consideration,” Kirk said.  The fix for KORUS involves three main areas, 
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autos, beef and nontariff barriers, he indicated.  “We are now developing proposals that will
enable us to address concerns with respect to automotive trade.  We are also looking at
concerns with respect to beef and non-tariff measures more broadly to see how they can be
addressed most effectively,” Kirk said.  “As we move forward, we will consult closely with
members of Congress and with American stakeholders to ensure that any proposals we make to
Korea have broad political backing here at home,” he stated.

*  *  *  Briefs *  *  *

C O A T E D -P A P E R : O n 6 -0  vo te  N o v.  6 ,  IT C  m a d e  p re lim ina ry d e te rm ina tio n  tha t U .S .  p ro d uc ers  o f co a te d -
p ap er  su i tab le  fo r  h igh -qua l i ty  p r in t  grap h ics  using  shee t-fed  p re sse s  m ay be  suffer ing  inju ry d ue  to
a lleged ly dump ed  and  subsid ized  imp or ts  from  China  and  Indonesia  (see  W T T L ,  N o v .  2 ,  page  3 ) .

E X P O R T  E N FO R C E M E N T : In  O c t.  29  se t t lemen t agreemen t with  B IS ,  FSI  In te rna tiona l,  Inc .,  o f  Chaska ,
M inn. ,  agreed  to  pay $45 0 ,00 0  c iv il  f ine  to  se tt le  66  B IS  charges tha t i t  expo r ted  f luo rpo lymer -coa ted
va lve s and  p um p s to  C h ina , Is ra e l ,  M a la ysia , T a iw an  and  S inga p o re  w itho ut  ap p ro ve d  l ic ense s o n  6 6
o ccasio ns.   FS I  m ad e  vo lun ta ry se lf-d isc lo sure  and  ne i the r  ad m it ted  no r  d en ied  B IS  charges.   A gency wil l
a l low com pany to  pay $50 ,00 0  o f  fine  in  10  mo n th ly paymen ts  o f  $5 ,00 0  each and  wil l  suspend  and  then
waive  res t  o f  $ 4 0 0 ,0 0 0  fine ,  if  FS I  rem ains  in  co m pliance  wi th  expo r t co n tro l s  fo r  nex t year .

M O R E  E X P O R T  E N FO R C E M E N T :   Laura  W ang-W oo dfo rd ,  fo rmer  d irec to r  o f M onarch  A v ia tion  P te ,
L td . ,  in  S inga p o re , wa s se nte nc ed  N o v.  5  in  B ro o klyn  U .S .  D is tr ic t C o u rt  to  4 6  m o nths  in  ja il  fo r
co nsp ir ing  to  exp o rt  co n tro l led  a irc ra f t  co m p o nents  to  I ra n .   She  ha d  p led  gu i l ty  in  M arch  and  agreed  to
fo r fe it  $50 0 ,00 0  ( see  W T T L ,  M arch  23 ,  pa ge  4 ) .

U S T R : S ena te  F ina nc e  C o m m itte e  N o v.  4  he ld  co nfirm a tio n  he ar ing  o n  no m ina tio n  o f M ic ha el  P u nke  to  b e
d ep uty U ST R  fo r  G eneva  and  I slam  Sidd iq u i  to  be  ch ie f  U ST R  agr icu l tu re  negot ia to r .   B o th  sa id  they  want
amb it ious  and  ba lanced  ou tcom e  from  D oha  Ro und  and  sa id  U .S .  needs  to  see  mo re  c la r i ty  on  wha t o the r
trad ing  par tne rs  are  wi ll ing  to  o ffer  in  ta lks .

D O H A  RO U N D : Jo in t s ta temen t issued  by U .S .  and  E U  leade rs  a fte r  N ov .  3  annua l summit  mee ting  added
mo re  wease l  words  to  dead l ine  fo r  com ple ting  D oha  Ro und .   T hey sa id  they agreed :  “T o  m ake de te rmined
effo r ts  to  seek  in  2 0 1 0  the  co nc lus ion  o f  a  D o ha  D eve lop m ent  Agend a  agreem ent .”

H O N E Y : Y o ng  X iang  Y an ,  p res id en t  o f  C hinese  honey  manufac ture r ,  p leade d  gu il ty  O ct .  30  in  C hicago
U .S .  D istr ic t  Co urt  to  co nsp iracy to  avo id  an t idum p ing  du t ies  b y i l lega l ly  imp o rt ing  ho ney tha t  wa s false ly
iden t i fied  as  co m ing  from  P hi l ip p ine s .  

FA ST E N E R S: IT C  N ov .  6  vo ted  6 -0  in  p re limina ry de te rmina tion  tha t U .S .  industry is  no t be ing in ju red
no r  th rea tened  with  in ju ry due  to  im p o r ts  o f  a l leged ly dum p ed  s tee l  fas teners  from  C hina  and  T a iwan .

P H O S P H A T E  S A L T S : In  p re lim ina ry ru l ing  N o v.  6 ,  IT C  fo und  fo ur  d o m estic  l ike  p ro d uc ts  in  inve st iga tio n
o f  a l leged ly dum p ed  and  sub sid ized  pho sp ha te  sa l ts  fro m  C hina  and  m ad e  four  d iffe ren t  de te rm ina t ions.  
F o r  so d ium  tr ip o lyp ho sp ha te , i t  fo und  no  in ju ry;  fo r  d ip o ta ss ium  p ho sp ha te , i t  fo und  p o ss ib le  th re at  o f
in ju ry;  fo r  te trapo tassium  pyrop ho spha te ,  i t  fo und  po ssib le  th rea t  o f  in ju ry;  and  fo r  mo no p o tassium
p ho sp ha te ,  i t  sp l i t  3 -3  with three  co m m issio ners  f ind ing  po ssib le  p re sen t  in ju ry and  three  f ind ing  threa t .

C O M M E R C E :  P residen t O bam a  O c t.  29  nom ina ted  Suresh  K umar  to  be  a ss is tan t sec re ta ry o f  Co mm erce
and  d i rec to r  genera l o f  the  U nited  S ta tes  and  F o re ign  C o m m erc ia l  Serv ice  in  IT A .  K um ar  is  p resid en t
K aiZen  Innova t io n  and  se rved  as  spec ia l  ad v isor  to  the  C lin to n  Fo und a t io n .   P rev io us ly,  he  was  on  group
op era ting  comm ittee  a t  Johnson  &  Johnson  and  v ice  p re siden t o f  consumer  p roduc ts  fo r  Latin  Amer ica  a t
W arner  L am b ert /P f ize r .   K um ar was a lso  ne ws ancho r  o n  na t iona l  te lev is ion  in  Ind ia .  

C H IN A : Co nsu l ta t ions b e tween  U .S .  and  C hina  a t  W T O  over  exp o rt  re s t r ic t ions B e i j ing  imp o ses o n  ce r ta in
raw  m ater ia ls  have  fa i led  to  reso lve  U .S.  co m p la in t ,  and  U ST R  N o v.  4  fo rm al ly  asked  W T O  to  es tab lish
d ispu te -se tt lemen t panel  to  hear  d ispu te  (see  W T T L ,  June  29 ,  pa ge  1 ) .

M E X IC O : U .S.  N o v.  5  aske d  fo r  N A FT A  co nsul ta t io ns  with  M ex ico  to  se t tle  M ex ico ’s  co m p la in t  aga ins t
U .S .  “d o lp h in-sa fe”  lab e l ing  requ irements  o n  tuna  and  tuna  p rod uc ts .   In  M arch ,  M exico  fi led  co m p la in t
aga ins t ru les  a t  W T O , bu t  U .S .  invo ked  N A FT A  pro v is io ns  which  g ive  i t  r igh t  to  cho o se  whether  to  reso lve
d ispu te  a t  W T O  or  th rough  b i la te ra l  d i sp u te -se tt lem ent .   M exico  has  re fused  to  go  N A FT A  rou te .   “In
re suming i ts  curren t p roceed ings  in  the  W T O , M ex ico  con tinues to  d isregard  i ts  ob l iga tion  to  the  U n ited
Sta tes  to  have  recourse  so le ly unde r  the  N A FT A  fo r  th is  d ispu te ,”  sa id  U ST R  sp o kesperson  D eb b ie  M es lo h .
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